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ifconfig. They already know how to use it, there’s no learning curve, and they just need to get
the job done. So why learn yet another tool?

Well, eventually, ifconfig will be dropped by the distributions so it's a change that is coming, like
it or not. But nmcli has some neat tricks all of its own that make it worthwhile finding out what it
can offer.

The ncmli Concepts and Syntax

Like all CLI commands, nmcli accepts command line parameters. The parameters are grouped
into three categories.

¢ Options: These modify nmcli‘s behavior

o Sections: These tell nmcli which set of actions you are invoking. Think of sections as
collections of commands.

¢ Actions: These tell nmcli what you want it to do. Think of them as commands.

The general syntax format is:

nmcli <options> <sections> <action>

But note that you don't always need all three sets of parameters for every command. The nmcli
sections are:

¢ Help: Provides short help texts on the ncmcli commands

+ General: Retrieves the status and configuration of NetworkManager

+ Networking: Queries, enables, or disables network connections

+ Radio: Queries, enables, or disables Wi-Fi network connections

¢ Monitor: Monitors NetworkManager and status changes of network connections

e Connection: Directly manipulates network interfaces, including enabling and disabling them,
adding new connections, and removing existing connections

+ Device: Modifies network device parameters and connects or disconnects a device from an
existing connection

o Secret: Registers nmcli as a NetworkManager secret agent. Because nmcli does this
automatically, this is very rarely used.

First Steps with nmcli


https://developer.gnome.org/NetworkManager/stable/gdbus-org.freedesktop.NetworkManager.AgentManager.html

:-$ nmcli general status
CONMECTIVITY WIFI-HW WIFI WWAN-HW  WWAN

ADVERTISEMENT

: S nmcli connection show
UuIp

lines 1-4/4 (END)




link layer

pOs8
Connection

successfully added.
5

IP_addressing_information

:-$ sudo nmcli connection add type ethernet ifname en

'ethernet-enp0s8-1' (b874a3af9-3a25-4752-b20b-1b925d9741be9)

.

data


https://en.wikipedia.org/wiki/Data_link_layer
https://en.wikipedia.org/wiki/IP_address

ADVERTISEMENT

: S nmcli connection show
UuIp

ethernet-enpfsg-1 bB74aa09-3a25-4f52-b20b-1b95d9741be9 ethernet




e

Connection successfully activated (D-Bus active path: Jorg/freedesktop
/NetworkManager /ActiveConnection/6)
~5

o

:-S nmcli connection up ethernet-enpfis8-1

S nmcli connection show --active
Uuip

lines 1-4/4 (END)J}




»
*

S
dress 192.168.1.40/24
S

nmcli connection modify ethernet-enp0s8-1 ipv4.ad

nmcli connection modify ethernet-enp@s8-1 ipv4.me
thod manual

s [

ADVERTISEMENT

Classless Inter-Domain

Routing

:-$ nmcli connection down ethernet-enpfsg8-1
Connection 'ethernet-enp®s8-1' successfully deactivated (D-Bus active
path: Jorg/freedesktop/NetworkManager /ActiveConnection/6)

:-$ nmcli connection|up ethernet-enpfss-1
Connection successfully activated (D-Bus active path: Jorg/freedesktop

/NetworkManager /ActiveConnection/8)
1S

e



https://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing

nmcli device status

-
W

S
DEVICE TYPE STATE CONNECTION

unmanaged --
S




S nmcli device show
GEMERAL.DEVICE:
GENERAL.TYPE:
GEMERAL . HWADDR :
GEMERAL.MTU:
GEMERAL.STATE:
GENERAL . CONMECTION:
GEMERAL . CON-PATH:
WIRED-PROPERTIES.CARRIER:
IP4.ADDRESS[1]:
IP4.CATEWAY :
IP4.ROUTE[1]:
IP6.ADDRESS[1]:
IP6.CGATEWAY :
IP6.ROUTE[1]:
lines 1-14/14 (END)J

enpOs8

enpOs8

ethernet

08:00:27:79:A7:68

1500

1808 (connected)
ethernet-enpfss8-1
Jorg/freedesktop/NetworkManag
on

192.168.1.40/24

dst = 192.168.1.0/24, nh = 0.8
feB80::3241:457d:cd1c:2436/64

i, mt E

fe80::/64, nh =




:-$ nmcli connection edit ethernet-enpfss8-1
nmcli interactive connection editor |===
Editing existing '802-3-ethernet' connection: 'ethernet-enpdss-1'

Type '"help' or '?' for available commands.
Type 'print' to show all the connection properties.

Type 'describe [<setting=.<prop=]' for detailed property description.

You may edit the following settings: connection, 802-3-ethernet (ether
net), 802-1x, dcb, sriov, ethtool, match, ipv4, ipv6, hostname, tc, pr

ADVERTISEMENT



Connection profile details (ethernet-enp®s8-1)

connection.id: ethernet-enp0ss8-1
connection.uuid: b874aa09-3a25-4f52-b20b-1b95d9
741bed

connection.stable-id: --

connection. type: 802-3-ethernet
connection.interface-name: enp@s8
connection.autoconnect: yes
connection.autoconnect-priority: 0
connection.autoconnect-retries: -1 (default)
connection.multi-connect: 8 (default)
connection.auth-retries: -1
connection.timestamp: 1626973622
connection.read-only:

connection.permissions:

connection.zone:

connection.master:

connection.slave-type: --
connection.autoconnect-slaves: -1 (default)

S nmcli connection edit ethernet-enpfs8-1
| nmcli interactive connection editor |===
Editing existing '882-3-ethernet' connection: 'ethernet-enp@s8-1'

Type 'help' or '?' for available commands.
Type 'print' to show all the connection properties.
Type 'describe [<setting=.<prop=]' for detailed property description.

You may edit the following settings: connection, B802-3-ethernet (ether

net), 802-1x, dcb, sriov, ethtool, match, ipv4, ipv6, hostname, tc, pr

oxXy

nmcli= goto ipv4

You may ealt tne following properties: method, dns, dns-search, dns-op

tions, dns-priority, addresses, gateway, routes, route-metric, route-t

able, routing-rules, ignore-auto-routes, ignore-auto-dns, dhcp-client-
, dhcp-iaid, dhcp-timeout, dhcp-send-hostname, dhcp-hostname, dhcp-f

qdn, dhcp-hostname-flags, never-default, may-fail, dad-timeout, dhcp-v

endor-class-identifier, dhcp-reject-servers

nmcli ipv4:=




| nmcli interactive connection editor |===

Editing existing '802-3-ethernet' connection: 'ethernet-enpfss8-1'

Type 'help' or '?' for available commands.
Type 'print' to show all the connection properties.
Type 'describe [<setting>.<prop>]

for detailed property description.

You may edit the following settings: connection, B802-3-ethernet (ether
net), 802-1x, dcb, sriov, ethtool, match, ipv4, ipv6, hostname, tc, pr
oxXy

nmcli> goto ipv4

You may edit the following properties: method, dns, dns-search, dns-op
tions, dns-priority, addresses, gateway, routes, route-metric, route-t
able, routing-rules, ignore-auto-routes, ignore-auto-dns, dhcp-client-
id, dhcp-iaid, dhcp-timeout, dhcp-send-hostname, dhcp-hostname, dhcp-f
qdn, dhcp-hostname-flags, never-default, may-fail, dad-timeout, dhcp-v
endor-class-identifier, dhcp-reject-servers

nmcli ipv4= set method auto

Do you alsc want to clear "ipv4.addresses'? [yes]: no

nmcli ipv4d=

ADVERTISEMENT



Type 'help' or '?' for available commands.
Type 'print' to show all the connection properties.
Type 'describe [<setting=.<prop=]' for detailed property description.

You may edit the following settings: connection, B802-3-ethernet (ether
net), 802-1x, dcb, sriov, ethtool, match, ipv4, ipv6, hostname, tc, pr
oxXy

nmcli= goto ipv4

You may edit the following properties: method, dns, dns-search, dns-op

tions, dns-priority, addresses, gateway, routes, route-metric, route-t

able, routing-rules, ignore-auto-routes, ignore-auto-dns, dhcp-client-
, dhcp-iaid, dhcp-timeout, dhcp-send-hostname, dhcp-hostname, dhcp-f

qdn, dhcp-hostname-flags, never-default, may-fail, dad-timeout, dhcp-v

endor-class-identifier, dhcp-reject-servers

nmcli ipv4= set method auto

Do you also want to clear 'ipv4.addresses'? [yes]: no

nmcli ipv4= save

Connection 'ethernet-enpfs8-1' (bB874aab9-3a25-4f52-b20b-1b95d9741be?)

successfully updated. I

nmcli ipv4d=
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everything from 6502 assembly to Lisp, and from Forth to C#. He is now a technology journalist and
independent Data Protection and Compliance consultant. READ FULL BIO »
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